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Executive Summary 
The document at hand, entitled “D4.8 - “Permissioned Blockchain for Finance and Insurance - II”, 
constitutes a report of the efforts and the produced outcomes of Task T4.3 “Distributed Ledger 
Technologies for Decentralized Data Sharing” of WP4. Towards this end, the main objective of this 
deliverable is to deliver the updated documentation that will supplement the information 
documented in the deliverable D4.7, focusing on the updates in the design specifications of the 
INFINITECH Blockchain applications, the documentation of the technical details of their first prototype 
version and the updates on the INFINITECH Blockchain network that hosts these applications. The 
deliverable builds on top of the outcomes and knowledge extracted in D4.7 in order to provide the 
updated report of the work performed until M20. 

Hence, the scope of the current report can be described in the following axes: 

• Present the results of the comprehensive analysis of the key characteristics and offerings of 
the blockchain technology, as well as the definition of the role of the blockchain technology 
within the INFINITECH RA. In this analysis, the key characteristics of the blockchain technology 
and the different implementations based on different approaches are presented. The role of 
the blockchain technology within the INFINITECH RA is formulated based on the results of this 
analysis. Although the results remained unchanged from the previous iteration, they are 
included in the deliverable for coherency reasons. 

• Document the updated design specifications of the blockchain applications which are 
implemented within the context of the INFINITECH project. More precisely, two INFINITECH 
Blockchain applications are presented, namely the Consent Management and the Know-Your-
Customer (KYC) / Know-Your-Business (KYB) applications. For each application, the updated 
documentation of the addressed business operation, the exploited key functionalities of the 
blockchain technology and the high-level architecture of the solution are presented. 

• Present the technical specifications of the first prototype version of the Consent Management 
and of the Know-Your-Customer (KYC) / Know-Your-Business (KYB) blockchain applications. 
For each application, the technical details of the implemented services and functions, as well 
as the interactions between the services, are documented. Furthermore, the source code 
structure of each application is presented. 

• Document the updated design details of the INFINITECH blockchain network. The details of 
the updated INFINITECH blockchain network are presented providing the updated 
documentation of the network topology, defining the role of each node, the services and key 
blockchain components hosted on each node and the interactions between the nodes. 

• Present the list of baseline technologies and tools, composed by dominant open-source 
software, libraries and frameworks, which are exploited for the deployment of the INFINITECH 
blockchain network and the INFINITECH Blockchain applications. The list remained unchanged 
from the previous iteration of the deliverable. 

The deliverable constitutes the second iteration of the report of the work performed within the 
context of T5.4. The outcomes of this deliverable will be used as the basis for the implementation of 
the upcoming version of the INFINITECH Blockchain applications which will be delivered in deliverable 
D4.8 on M27. As the development of the blockchain applications is a living process that will last until 
M27 as per the INFINITECH Description of Action, the final iteration of this deliverable will report the 
derived optimisations and enhancements from the analysis of the collected feedback from the pilots 
of the project and the stakeholders of the platform. 
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1 Introduction 
The scope of deliverable D4.8 “Permissioned Blockchain for Finance and Insurance - II” is to document 
the efforts undertaken within the context of T4.3 “Distributed Ledger Technologies for Decentralized 
Data Sharing” of WP4. The deliverable D4.8 is prepared in accordance with the INFINITECH Description 
of Action and constitutes the second iteration of the work performed under Task 4.3. The current 
document provides the updated documentation related to the specifications of the permissioned 
blockchain infrastructure that is exploited in the INFINITECH platform, along with the updated design 
specifications and the implementation details of the blockchain applications that will be developed on 
top of this infrastructure within the context of the project. 

As documented also in the first iteration of the deliverable, the blockchain technology constitutes one 
of the main ingredients of the INFINITECH platform. To this end, the consortium leverages the 
tremendous potential of the blockchain technology towards the realisation of blockchain empowered 
scenarios for the financial and insurance sectors. Through the effective use of the blockchain 
technology, the delivered solutions enable the financial institutions to utilise innovative solutions with 
a twofold purpose. At first, the delivered solutions enable the financial institutions to optimise and 
enhance their current core operational services and processes towards the significant cost reductions 
and their increased performance. Secondly, the delivered solutions facilitate the design and 
implementation of new innovative services, products and offerings to their clients.  

The deliverable is building directly on top of the preliminary results that were documented in 
deliverable D4.7, in which the appropriate blockchain infrastructure was designed and integrated in 
the INFINITECH Reference Architecture (INFINITECH RA) and a set of blockchain-enabled solutions was 
designed on top of this blockchain infrastructure, to deliver the first prototype version of these 
blockchain-enabled solutions in order to be exploited by the INFINITECH project’s pilots, as well as the 
stakeholders of the financial sector. 

1.1 Objective of the Deliverable 
The purpose of this deliverable is to report the outcomes on the work performed within the context 
of Task 4.3 at this phase of the project (M20). This deliverable constitutes the second iteration, hence 
its main focus is to document the advancements in comparison with the first iteration and in particular 
the delivery of the first prototype version of the blockchain applications whose design specifications 
were documented in the first iteration. To this end, the deliverable provides the supplementary 
documentation of the blockchain applications by presenting their implementation details for this first 
prototype version, while also providing the updated documentation of the blockchain infrastructure 
and the baseline technologies that are leveraged.  

The deliverable aims at providing the updated documentation of the information that has been 
documented in the previous iteration and, for coherency reasons, it contains the information included 
in the previous iteration, highlighting the updates and optimisations that were introduced where 
needed. In more detail, the main objective of the current deliverable is to document the updates on 
the design specifications, as well as to provide the implementation details of the delivered INFINITECH 
blockchain applications. In addition to this, the deliverable documents the updates introduced in the 
INFINITECH blockchain network. 

The revised information is presented utilising the approach that was followed in the previous iteration. 
Hence, the results of the thorough analysis of the key characteristics and offerings of the blockchain 
technology, as well as the role of the blockchain technology within the INFINITECH RA, which remained 
unchanged from the previous iteration, are presented. Following the role definition of the blockchain 
technology within the INFINITECH RA, the INFINITECH blockchain applications are presented. At first, 
the updated design specifications of each application are presented, highlighting the optimisations 



D4.8 – Permissioned Blockchain for Finance and Insurance - II 

H2020 – Project No. 856632 © INFINITECH Consortium Page 8 of 63 

introduced where applicable. For each application, the addressed business case, the main 
characteristics of the blockchain technology which are leveraged and the high-level architecture of 
the application are presented. The detailed use cases that each application addresses, as well as the 
related sequence diagrams are also documented. Moreover, the deliverable introduces the detailed 
documentation of the implementation of the first prototype versions of the blockchain applications. 
For each application, the implemented components are documented providing the technical details 
of their implemented functions. 

Furthermore, the deliverable presents the updated documentation of the INFINITECH blockchain 
network which is deployed and leveraged by the implemented blockchain applications. Finally, the 
deliverable documents the baseline technologies and tools which are leveraged for the 
implementation of the INFINITECH blockchain applications. 

It should be noted that according to the INFINITECH Description of Action Task 4.3 lasts until M27, and 
therefore, the final version of the deliverable will be released on M27 with deliverable D4.9. To this 
end, the forthcoming iteration of the deliverable will constitute the final documentation of the work 
performed and will include all the necessary updates and optimisations that will be introduced on the 
INFINITECH blockchain applications and on the INFINITECH blockchain network taking into 
consideration the evolvement of the project and the blockchain technology, as well as the feedback 
that will be received by the pilots and the stakeholders of the project. 

1.2 Insights from other Tasks and Deliverables 
The deliverable D4.8 is released in the scope of WP4 “Interoperable Data Exchange and Semantic 
Interoperability” activities and documents the preliminary outcomes of the work performed within 
the context of T4.3 “Distributed Ledger Technologies for Decentralized Data Sharing”. The task is 
tightly interconnected with the outcomes of WP2 “Vision and Specifications for Autonomous, 
Intelligent and Personalized Services” in which the overall requirements of the INFINITECH platform 
are defined. In detail, the outcomes of Task 2.1, as presented in deliverable D2.1 and D2.2 that 
reported the collected user stories of pilots of the project and the extracted user requirements, are 
provided as input in T4.3. Furthermore, the specification of the technologies that constitute the 
fundamental building blocks of the INFINITECH platform and the elicited technical requirements that 
are linked to these building blocks, as reported by the outcomes of T2.3 in deliverable D2.5 and D2.6, 
are also provided as input in T4.3.  

Last but not least, the outcomes of T2.7, that formulated the INFINITECH Reference Architecture 
(INFINITECH RA) and that serve as the blueprint for the development, deployment and operation of 
Big Data, AI and IoT in the finance and insurance sectors, are directly related with the work performed 
in this task, as the reported outcomes of this report related to the blockchain network and the 
blockchain applications are integral parts of the INFINITECH platform. Finally, the work reported in 
this deliverable is tightly connected with the work performed in T4.4 and T4.5 of WP4 as the output 
of Task 4.3, and especially the designed blockchain network serves as the basis in the activities of both 
T4.4 and T4.5. 

1.3 Structure 
This document is structured as follows:  

• Section Error! Reference source not found. introduces the document, describing the context 
of the outcomes of the work performed within the task and highlights its relation to the rest 
of tasks and deliverables of the project.  
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• Section 2 provides the results of the analysis of the blockchain technology, presents the key 
characteristics and main components of the technology, and defines the role of the blockchain 
technology in the INFINITECH RA.  

• Section 3 presents the details of a proposed capability of the blockchain platform which will 
further extend the capabilities of the blockchain platform.  

• Section 4 presents the updated designed specifications of the blockchain applications, the use 
cases addressed by each application, and the corresponding sequence diagrams of each use 
case. Furthermore, it documents the technical details of the implemented blockchain 
applications. 

• Section 5 documents the updated details of the blockchain network which is leveraged by the 
blockchain applications, by presenting the updated network topology along with the updated 
list of services of each node and their interactions.  

• Section 6 presents the list of baseline technologies and tools utilised in the implementation of 
the described network and applications. 

• Section 7 concludes the document. 
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2 The Blockchain technology 
Updates from D4.7: 

The particular section remained unchanged from the previous version. It presents the key 
characteristics and offerings of the blockchain technology while also defining the role of the 
blockchain technology within the INFINITECH Reference Architecture. 

2.1 An overview of the blockchain technology 
Blockchain is a distributed digital ledger of cryptographically signed transactions that are grouped into 
blocks, which in turn are cryptographically linked to each other after validation and undergoing a 
consensus decision. The addition of new blocks increases the tamper resistance of the older ones and 
are replicated across the copies of the ledger within the network, resolving automatically any possible 
conflicts through a set of established rules [1]. In this sense, blockchain is a continuously growing, 
distributed, shared ledger of uniquely identified, linked transaction records organised in blocks that 
are sealed cryptographically with a digital fingerprint generated by a hashing function and are 
sequentially chained through a reference to their hash value [2]. Blockchain technology became 
extremely popular as the basis of cryptocurrencies as well as its implementations such as Bitcoin and 
Ethereum, which are digital currencies that were designed to work as medium of exchange 
incorporating secure and verifiable cryptographically signed transactions and controlled 
cryptocurrency unit generation. 

In general, the blockchain technology is composed of multiple technologies related to cryptography, 
peer-to-peer networks, identity management, network security, transaction processing, (distributed) 
algorithms and more, that are all leveraged in order to formulate an immutable transaction ledger 
which is maintained by a distributed network of peer nodes formulating the blockchain network. The 
key characteristics of the blockchain technology can be grouped as follows [3]: 

• Decentralised: One of the core characteristics of the blockchain is its decentralised and 
distributed nature across multiple number of nodes (peers) that provides extensibility, 
scalability, confidentiality, flexibility and resilience to attacks or misuse. 

• Immutable: Any transaction record is immutable and reserved forever. Hence, full 
transactional history is maintained and all records are cryptographically secure. This fact 
safeguards that the underlying data cannot be tampered and are attestable. 

• Transparent: The transaction data that formulate the blocks are transparent to each node and 
each node can introduce an update, based on a set of rules, increasing the transparency and 
trustworthiness of the technology.  

• Autonomy: One of the core characteristics of the blockchain is the autonomy offered within 
the peer network that is regulated by the consensus protocols, where each node can safely 
and securely transfer and update data. Since the ledger (or actually a copy of the ledger) is 
shared among multiple nodes (peers), the transparency and trustworthiness are also 
increased. 

• Open Source: The blockchain technology is an open source technology with multiple 
blockchain implementations and variations being available; sustained by various communities 
and ecosystems, that can be leveraged upon needs. 

At a high level, the blockchain technology exploits well-established computer network mechanisms 
and cryptographic primitives such as cryptographic hash functions, digital signatures, asymmetric-key 
cryptography, certificate authority mixed with record keeping concepts (such as append only ledgers) 
[1]. Nevertheless, the blockchain technology has a set of key concepts that includes the distributed 
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ledger that is composed by blocks containing the transaction records, the smart contracts or 
chaincode and the consensus model.  

The heart of the blockchain is the distributed ledger in which all transaction records that are published 
within the blockchain network are stored in the form of blocks. Being by nature decentralized, the 
technology takes advantage of both the distributed ownership and the distributed physical 
architecture of a distributed ledger. Each peer maintains its own copy of the ledger, ensuring that is 
synced and updated with the same data. As the blockchain network is designed and is operating in a 
peer-to-peer mode, the blockchain network has an increased resilience to the loss of any node. Every 
new transaction is checked and verified among all peers before it is accepted and inserted into the 
ledger and it is referenced to the previous block, enabling an integrity check of invalid transmitted 
transactions or nodes. Finally, with the utilisation of the cryptographic mechanisms the distributed 
ledger is tamper evident and tamper resistant.  

The nodes that are participating in the blockchain network can be characterised as publishing and 
non-publishing nodes. The candidate transactions are submitted to the blockchain network via its user 
through the interacting applications and services. However, it is the role of the publishing node(s) only 
to publish a block in the blockchain network that contains these transactions via the gossip data 
dissemination protocol, once they have been validated and authenticated, that will be received by the 
rest of the (publishing and non-publishing) nodes which in turn will validate and authenticate the 
received block and accept it in order to be inserted finally in the ledger.  

To facilitate all the operations performed in the ledger within the blockchain network, the smart 
contracts (or chaincode) are leveraged. Smart contracts are the trusted distributed applications that 
are deployed within the nodes of the blockchain network and encapsulate the business logic of the 
blockchain applications. Smart contracts include the agreements that the participants of the 
blockchain network have formulated with regards to the generation of new facts that are added to 
the ledger and that will update the current and historical state of the facts that are already stored in 
the ledger. In this sense, the smart contracts enable the creation of new transactions by the users of 
the blockchain network by invoking the smart contracts’ functions. The smart contracts facilitate the 
controlled access to the ledger, offering a layer of abstraction on top of the aspired transactions, 
encapsulating and simplifying all the relevant information while also ensuring their compliance with 
the underlying legal agreements, as well as the automation of the several aspects of the transactions. 
The implementation and execution of smart contracts varies depending on the blockchain 
implementation with most popular cases being Ethereum’s smart contracts and Hyperledger Fabric’s 
chaincode. 

One of the most critical concepts of blockchain technology is the consensus model that is utilised in 
order to validate a transaction and to keep the ledger transactions synchronized across the blockchain 
network. Hence, the consensus model undertakes the validation and approval of the candidate 
transactions and ensures that the copies of the ledger, that are kept within the nodes of the blockchain 
network, are updated with the same transactions and in the same order. As the blockchain network 
is composed of multiple nodes, it is very likely that many publishing nodes will compete at the same 
time to publish new nodes. Additionally, conflicts might be created by nodes publishing new blocks at 
approximately the same time. Hence, it is evident that a method is required to ensure that 
transactions will be written to the ledger at the same order as they generated, as well as that 
malformed or malicious transactions are rejected. For this reason, the blockchains depending on their 
implementation specifications exploit different consensus models that are available in computer 
science such as the CFT (crash fault-tolerant) or BFT (byzantine fault-tolerant) ordering, while at the 
same time large research effort is spent on this topic towards the definition of further alternative 
consensus models capable of better addressing this issue with less trade-offs. 

The blockchain implementations can be characterised and grouped into two major high-level 
categories based on the permission model applied on the blockchain network, the permissionless 
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blockchain networks and the permissioned blockchain networks. Permissionless blockchains are based 
on open and public blockchain networks where anyone is capable of publishing new blocks or read 
the blocks of the blockchain anonymously and without granting any permission from any authority. 
Hence, the implementation of the permissionless blockchains dictates that they are open and 
available to anyone and anyone can issue new transactions in new blocks and read the transactions 
included in the existing blocks, thus write and read the ledger. To prevent the malicious usage of the 
blockchain, these implementations employ a consensus model that requires from the participants to 
expend or maintain resources through a “mined” native cryptocurrency or through transaction fees 
when it comes to publishing new blocks. The most common consensus models employed are the 
“proof of work” or “proof of stake” that are rewarding the participants of new blocks that conform 
the consensus protocol with a native cryptocurrency. The well-established examples of permissionless 
blockchains are Bitcoin and Ethereum. 

On the other hand, the permissioned blockchain networks are regulated blockchain networks where 
only authorised users, by a specific authority as defined within the network specifics, are able to 
maintain the underlying blockchain, while read access and publishing of new transactions are also 
restricted and regulated. In this sense, the permissioned blockchain networks are formulated only by 
a set of known, identified and verified participants whose access rights and roles are regulated by an 
agreed governance model defined by the participants of the networks providing a certain degree of 
trust and security for all generated transaction records. As the identities of the participants of the 
network are known and trusted, the consensus models that are employed for publishing new blocks 
do not require the expense or maintenance of resources. In permissioned blockchain networks the 
consensus models exploited are usually faster and less computationally expensive, as the mining 
operations are eliminated and more traditional consensus protocols are adopted, such as the CFT or 
BFT protocols. Permissioned blockchain networks allow the tight control and protection of the 
underlying blockchain, and the level of trust between each participant of the network can be reflected 
on the consensus model that will be used or regulated by the access rights to the data that each 
participant can obtain. Furthermore, the authorisation of each participant can be revoked in the case 
of misuse or withdrawal of trust. 

Blockchain technology has an enormous potential that has been noticed by several industries that are 
looking forward to exploit its various advantages and offerings in order to introduce new services, 
products and offerings to their clients or to rejuvenate their internal processes and legacy systems 
towards a better performance, reduction of financial costs and increase of trust between the partners 
involved in business transactions. The mostly adopted area is the cryptocurrencies area where Bitcoin 
and Ethereum are the most notable cases. Additionally, blockchain is adopted in financial services, 
insurance services, supply chain, energy trading, sales, digital music, anti-counterfeiting, domain name 
services and videogames, among others. For the financial and insurance services in particular, the 
blockchain technology has found many potential use cases for providing blockchain-enabled banking 
and insurance services that optimise various back-office processes, removing various intermediaries 
and disrupting various operational processes towards the financial cost reductions and the expansion 
of the portfolio of offered services to their customers. 

2.2 The role of blockchain technology in INFINITECH RA 
Within the INFINITECH Reference Architecture (INFINITECH RA), as presented in deliverable D2.13, the 
blockchain technology has a dual presence and can be exploited in different ways, depending on the 
scope of the use case that INFINITECH RA aims to address. 

Hence, on the one hand, blockchain can be considered as an additional data source type at the 
infrastructure layer, from which data are accessed and collected with the use of the respective 
sophisticated data collection mechanisms. On the other hand, blockchain can be considered as a cross-
cutting service positioned in the central layer of the INFINITECH RA, in which decentralised 
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applications tailored to the needs of the financial and insurance sectors can be developed and 
exploited. The blockchain-enabled decentralised applications can be utilised to apply use cases that 
can optimise, and even revolutionize, core operational processes of the financial or insurance 
institutions, decreasing their costs and increasing radically their performance and efficiency by 
reducing or eliminating the need for manual processing or manipulation, while at the same time 
augmenting their level of trust. Within the context of the WP4, the focus is on the development of 
such decentralised applications that will showcase the potentials of the blockchain technology. 

As with many other industrial sectors, financial and insurance sectors are highly regulated with strict 
legislations and processes in which security and trust are fundamental aspects. While the blockchain 
technology is considered as the dominant candidate to disrupt all of the financial and insurance 
sectors’ processes, as it is promising to mitigate the cost of trust and increment the security level in 
these processes and even business models [4], not all blockchain implementations are deemed as 
ideal candidates. The reason for this lies on the specific characteristics offered by the two major 
approaches followed in the blockchain technology, the permissionless blockchain and the 
permissioned blockchain.  

While the permissionless blockchain, with public open networks to which anyone can participate and 
interact in an anonymous manner, has been adopted in the case of cryptocurrencies, when it comes 
to more enterprise-oriented use cases, such as the banking institutions or other financial institutions, 
different requirements arise and are related mainly to the privacy and confidentiality of the data, as 
well as the underlying business or financial transactions stored in the blockchain, the regulated and 
strictly controlled access to the blockchain network, the performance of the network with high 
throughput and low latency, and most importantly the hard requirement of the identifiable and pre-
approved identity of the participants of the blockchain network. For all these reasons, among the two 
major approaches, only the permissioned blockchain technology is considered as the appropriate 
candidate solution and will be exploited within the INFINITECH RA. 

Towards this end, the consortium decided to exploit the Hyperledger Fabric open source enterprise-
grade permissioned distributed ledger technology (DLT) platform [5] that is one of the most active 
projects of the Hyperledger project founded by the Linux Foundation. Hyperledger Fabric has been 
designed specifically for enterprise use and delivers a set of key differentiating capabilities over other 
popular distributed ledger or blockchain platforms. One of the main differentiations of Fabric is its 
highly modular and configurable architecture that promotes the innovation, versatility and 
optimization for a broad range of industry use cases including banking, finance and insurance [6]. 
Based on its modular and configurable architecture, Fabric guarantees a high level of confidentiality, 
resiliency, flexibility, and scalability.  

Through its pluggable ordering service, consensus can be achieved with multiple implementations, 
such as the CFT or BFT and more, based on the requirements of a specific use case or deployment. 
Fabric offers a private and permissioned blockchain network where all participants can be enrolled 
based on their cryptographic entities, through a set of pluggable trusted membership service 
providers that are supported, and can be tailored to the needs of the deployment. Fabric provides its 
own ordering service implementation named Raft. Raft ordering service is a CFT that is based on an 
implementation of Raft protocol in the etcd distributed key-value store and it constitutes the first step 
toward Fabric’s development of a BFT ordering service. 

Although Hyperledger Fabric’s Raft ordering service is CFT based on an implementation of Raft 
protocol in etcd, it constitutes the first step toward Fabric’s development of a byzantine fault tolerant 
(BFT) ordering service. 

In Fabric, smart contracts, referred as chaincode, are operating in an isolated container environment, 
such as Docker, and can be written in standard programming languages, such as Go and Node.js. Smart 
contracts offer the required interfaces that are exploited by applications outside of the blockchain 
network in order to interact with distributed ledger providing the required level of abstraction, as well 



D4.8 – Permissioned Blockchain for Finance and Insurance - II 

H2020 – Project No. 856632 © INFINITECH Consortium Page 14 of 63 

as increased level of privacy and confidentiality. To further promote privacy and confidentiality, Fabric 
enables the creation of channels in which the participants own a separate ledger of transactions from 
the rest of the blockchain network that is visible only to the participants of the channel. Finally, it 
provides the feature of private data, where collections of data can only be visible and accessible to a 
portion of the participants of a specific channel.   

It is acknowledged that the combination of all these key differentiating capabilities, sets Fabric as one 
of the best performing platforms in transaction processing and transaction confirmation latency 
platforms. Its pluggable architecture enables its exploitation in a variety of different use cases of the 
financial and insurance sectors that are characterized as highly complex and restrictive sectors. 

Towards this end, to address the needs of the financial and insurance sectors, a new blockchain 
capability which will extend the existing capabilities is proposed and a set of trusted distributed 
applications in the form of chaincode will be developed. The aim of the new blockchain capability will 
enhance the blockchain for the needs of these sectors. On the other hand, the design distributed 
applications will address core use cases of the financial and insurance sectors exploiting the benefits 
of the permissioned blockchain technology. In this sense, the designed distributed applications will 
effectively leverage the underlying permissioned blockchain infrastructure provided by Fabric that is 
designed in accordance to the needs and requirements of the stakeholders of the specific sectors. The 
details of the proposed blockchain capability, that is currently under formulation, are described in 
Section 3. The design specifications of the designed distributed applications are presented in detail in 
Section 4 of the current deliverable, while the details of the designed underlying permissioned 
blockchain network that these distributed applications will be deployed, are documented in Section 
5. 
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compliance for the right to be forgotten in systems where the data may be used for more extended 
periods of time. Forward secrecy is unclear at the quantum computing age. 

Our proposed solution is based on changing the transaction content stored at the level of the block, 
the transaction envelope content, and the way transactions are validated at the Hyperledger Fabric 
infrastructure level. 

The main steps of the approach are as follows (Figure 1): 

• Store values and their hashes in the ledger 

• Construct block hash from the values' hashes only (not from the values themselves) 

• When validating a transaction, ensure hash matches the computed value's hash 

• Keep the actual values alongside the signed transaction 

• Introduce a new type of transaction – the redaction transaction 

  

Figure 1: Storing hashes and values on the ledger 

The redaction transaction would redact the value itself (set bits to zero), not its hash. The redaction 
does not entail a change in the value’s hash nor in the hash-chain (which is only dependent on the 
hash value of the original value and not on the value itself). This way the consistency of the chain and 
accountability is preserved (see Figure 2). 

 
Figure 2: Reduction of transaction value 

3.1.3 Use Cases 
The following sections provide the initial documentation of all the use cases encapsulated in this 
extension, describing in detail the information of each use case. 

3.1.3.1 Use Case GDPR-1: New transaction submission 

As a blockchain client, I would like to submit a transaction proposal to a blockchain supporting value 
reduction and make sure the data is properly written on the ledger. 

Table 1: Use Case GDPR-1: New transaction submission 
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Stakeholders 
involved: 

Transaction invoker 

Pre- 
conditions: 

1. The requesting party is a legal end-user in the network and has write access 

Post- 
conditions: 

1. The transaction is written on the blockchain, the data is available for 

reading 

Data Attributes 1. A value to write 

Normal Flow 1. The authentication and access roles for the requester are determined 

2. In case write access is allowed, the hash of the value being stored on the 
blockchain is calculated 

3. The value and the hash are stored on the blockchain, namely hash as part 
of the transactions read write set, while pre-image value in a separate 
structure 

Pass Metrics 1. The transaction is available on the chain; value can be read 

Fail Metrics 1. Requested information could not be written: 

• the invoker has no access 

3.1.3.2 Use Case GDPR-2: Value reduction 

As a blockchain client, I would like to redact a value previously stored by me on the ledger. 

Table 2: Use Case GDPR-2: Value reduction 

Stakeholders 
involved: 

Transaction invoker 

Pre- 
conditions: 

1. The requesting party is a legal end-user in the network and has write access 

and has previously written a value 

Post- 
conditions: 

1. The redacted values (bits set to zero) are written on the blockchain, the 

original hash is kept 

Data Attributes 1. A value to redact 

Normal Flow 1. The authentication and access roles for the requester are determined 

2. In case write access is allowed, the existence of the value to redact is 
checked 

3. The redacted value is stored on chain  

Pass Metrics 1. A value is redacted, and a notification is returned to the invoker 

Fail Metrics 1. Value could not be redacted: 

• the invoker has no access 

• the requested value does not exist 
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3.1.3.3 Use Case GDPR-3: Read redacted value 

As a blockchain client, I would like to make sure that an attempt to read the value after reduction will 
return the redacted (all bits “0”) and not the original value. 

Table 3: Use Case GDPR-3: Read redacted value 

Stakeholders 
involved: 

Any query invoker 

Pre- 
conditions: 

1. The requesting party is a legal end-user in the network and has read access  

Post- 
conditions: 

1. The redacted value (bits set to zero) and not the original value is returned 

Data Attributes 1. The value to read 

Normal Flow 1. The authentication and access roles (read) for the requester are 
determined 

2. In case read access is allowed, the redacted transaction payload is read (bits 
set to zero) and returned to the invoker 

Pass Metrics 1. The redacted value is returned to the invoker 

Fail Metrics 1. Requested query could not be performed: 

• the invoker has no access 

• the value does not exist 

 

 







D4.8 – Permissioned Blockchain for Finance and Insurance - II 

H2020 – Project No. 856632 © INFINITECH Consortium Page 21 of 63 

built upon them, is highly dependent on the customers permission to share data. As a result, the 
requirement for a trusted and secure sharing mechanism of customer consent arises. In this sense, 
banks also identify granular permission consent as a key enabler of trust which is vital to maximise 
data sharing and ensure customers are comfortable with sharing data. 

In this blockchain application, we aim at exploiting the blockchain technology and specifically the 
permissioned blockchain in order to develop a decentralised and robust consent management 
mechanism, that will enable the sharing of the customers’ consent to exchange and utilise their 
customer data across different banking institutions. Blockchain technology, and its latest 
advancements, appears as a compelling technology to overcome the underlying challenges of trust 
improvement due to its decentralised nature and immutability, as well as the impossibility of ledger 
falsification. The integrity of customer data processing consents and their immutable versioning 
control are protected by the blockchain infrastructure. The blockchain-enabled consent management 
mechanism will enable the financial institutions to effectively manage and share their customers’ 
consents in a transparent and unambiguous manner, enabling them to inform the customers at any 
time about: 

a) any customer data they are managing upon their consent 
b) the status of their consent (active or revoked/withdrawn) 
c) the recipients (financial institutions or peers) of their customer data upon their consent 

d) the purpose (or even legal basis) and time period of their customer data sharing to the 
recipient (financial institutions or peers) 

In the same transparent and unambiguous manner, the customers of the financial institution will: 

a)  be constantly informed for all the requests for sharing their customer data 

b) be able to activate or revoke their consents 

c)  be constantly aware of the active consents they have given to each specific recipient 
 

The blockchain-enabled consent management mechanism guarantees the integrity of the consents 
through the usage of the blockchain technology, as well as cryptographic techniques and digital 
signatures incorporated in it. Besides the consent records and their integrity, the blockchain 
technology will be used to securely maintain the consent history providing the complete consents’ 
versioning. Through the blockchain technology, immutable versioning control is provided that is 
capable of obtaining the latest version of the consent, as well as the previous versions of the consent 
and their valid periods, in an indisputable manner. Thus, the blockchain is capable of storing the 
consents and their complete update history in a secure and trusted manner. In this way, both the 
financial institutions, as well as their customers are protected as both the consents’ integrity and 
validity periods are secured. 

With regards to the consents and their validity period, two different approaches are considered. The 
first approach provides the ability of an “once off” consent, in which the validity period of the consent 
is a predefined period. Once this period expires, the consent is automatically revoked and new consent 
(or an updated consent) is required in order for the recipient to be able to access the customer’s data. 
An example of the cases considered for this consent type is the customer’s consent for sharing of KYC 
data between two financial institutions (banks) for the scenario of a loan origination / application or 
an account opening. The second approach provides the ability of a permanent (or “regular”) consent 
that has an infinite validity period and it is only invalidated if the consent is withdrawn. An example of 
the cases considered for this consent type is the Peer-to-Peer (including Person to Person, Person to 
Organisation, Organisation to Organisation cases) customer data sharing consent in which a customer 
utilises an interface of a mobile application to select a set of its specific customer data (such as specific 
accounts, specific transactions or alerts) that they would like to share with an individual person or a 
group of persons. It should be noted that the consent management mechanism does not save or 
distribute any customer data. Customer data are exchanged using the respective secured APIs of the 
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financial institution. Instead, the blockchain based consent management mechanism maintains the 
minimum information that is required in order to formulate a consent agreement between the 
customer and the respective financial institution. 

Figure 3 depicts a high-level architecture of the proposed solution. As depicted, the core elements of 
the proposed solution are the Consent Management System, the File Storage and the Blockchain 
infrastructure, while the key stakeholders that are involved and are interacting with the proposed 
solution are the internal financial institution that collects and has access to its customer data, the 
customer of internal financial institution whose data are collected by the internal financial institution, 
and finally the external financial institution or peer that aspires to obtain the data of the customer of 
internal financial institution upon the formulation of a valid and legitimate consent that is formulated 
between the three parties. 

In this architecture, the Consent Management System is the mediator between the involved parties. 
It receives and processes the requests for a consent formulation from the external financial institution 
or peer to the internal financial institution, and consequently the customer of the internal institution. 
By interacting with all three involved parties and upon acceptance of the details and terms of the 
consent by all of them, the final consent receipt is formulated and stored in digital form within the File 
Storage. At the last and most crucial step, the minimum information that is required from the 
formulated consent form is entered in the blockchain infrastructure by invoking the deployed 
chaincode that is responsible for the generation of a new transaction in the underlying ledger. 
Additionally, the Consent Management System, is consulting and retrieving the information stored in 
the blockchain infrastructure, by invoking the deployed chaincode in order to formulate an access 
control decision depending on the existence and validity of a consent when access to customer data 
via the internal financial institution’s APIs is requested or to retrieve the complete history of consents 
for a customer upon request. 

 
Figure 3: High-level architecture of the Consent Management solution 

One of the core aspects of the design specifications is the definition of the business objects for which 
the current and historical state will be maintained and updated through the functions of the 
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chaincode. To this end, for the Consent Management application, the initial data schema which 
defines the core business objects has been defined. The definition was based on the Consent Receipt 
specification that is proposed by the Kantara Initiative [10] which has been adapted in terms of 
terminology in order to be aligned with the EU GDPR legislation. Figure 4 depicts the initial data 
schema of the Consent Management application, while the details of all the entities are documented 
in Table 4 to Table 7. 

 

Figure 4: Consent Management Data Schema diagram 

Table 4: Consent Management Data Schema details (1) 

consentReceipt 

Name Type Short description 
version String REQUIRED: The version of the consent specification 

to which a receipt conforms 

jurisdiction String REQUIRED: The jurisdiction(s) applicable to this 
transaction i.e. EU and/or any EU-national 

consentReceiptID String REQUIRED: The unique identifier of each Consent 
Receipt in UUID-4 format 

consentTimestamp String REQUIRED: Date and time of the consent 
transaction in ISO 8601 format 

collectionMethod String REQUIRED: A description of the method by which 
consent was obtained, i.e. the Consent 
Management System 

dataSubjectID String REQUIRED: The unique identifier of the Data 
Subject in UUID-4 format 

dataSubjectSign String REQUIRED: The Data Subject’s digital signature in 
base64 format. 

dataControllers Array [dataController] REQUIRED: An array of dataController items (see 
Table 5) 

policyURL String REQUIRED: A link to the DataController’s privacy 
statement/policy and applicable terms of use in 
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effect when the consent was obtained, and the 
receipt was issued.  

services Array [service] REQUIRED: An array of Service items (see Table 6) 

sensitive Boolean REQUIRED: Indicates whether the consent 
interaction contains personal data that is 
designated sensitive or not sensitive  

spiCat Array [categories] REQUIRED: A listing of categories where personal 
data collected is sensitive. The array must contain 
the categories if sensitive is TRUE 

validityType String REQUIRED: The validity type of the consent, either 
ONCE_OFF or PERMANENT. 

validityPeriod String REQUIRED: Date and time of the consent expiration 
in ISO 8601 format. Required when validityType is 
ONCE_OFF. 

fileID String REQUIRED: A reference to the file stored in the File 
Storage 

status String REQUIRED: Represents the current consentReceipt 
status. Possible values are ACTIVE, WITHDRAWN, 
EXPIRED 

Table 5: Consent Management Data Schema details (2) 

dataController 

Name Type Short description 

dataControllerID String REQUIRED: The unique identifier of the data 
controller in UUID-4 format. 

onBehalf Boolean OPTIONAL: True if a data processor is acting on 
behalf of a data controller. 

dataControllerSign String REQUIRED: The Data Controller’s digital signature 
in base64 format. 

Table 6: Consent Management Data Schema details (3) 

service 
Name Type Short description 

serviceName String REQUIRED: The service or group of services being 
provided for which personal data is collected. The 
ID of the service for which consent for the 
collection, use, and disclosure of personal data is 
being provided.  

purposes Array [ purpose] REQUIRED: An array of Purpose items (see Table 7) 
Table 7: Consent Management Data Schema details (4) 

purpose 

Name Type Short description 

purpose String OPTIONAL: A short, clear explanation of why the 
personal data is required 

consentType String REQUIRED: The type of the consent used by the 
Data Controller as their authority to collect, use or 
disclose personal data. The accepted values are 
EXPLICIT or IMPLICIT. 

purposeCategory String REQUIRED: The reason the Data Controller is 
collecting the personal data. The acceptable 
values are based on the (CISWG) Wiki page [11]. 
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personalDataCategory String REQUIRED: A list of defined personal data 
categories. Personal data category should reflect 
the category that will be shared as understood by 
the Data Subject. The acceptable values are based 
on the (CISWG) Wiki page [11]. 

termination String REQUIRED: Conditions for the termination of 
consent. Link to policy defining how consent or 
purpose is terminated. 

4.1.2 Use cases 
The following sections provide the detailed documentation of all the use cases encapsulated in this 
blockchain application, describing in detail all information of each use case.  

4.1.2.1 Use case CMS-1: Register Customer in the Consent Management System 

In order for a customer to be able to receive consent requests, it is mandatory that they are registered 
in the Consent Management System, creating their profile that will be used in order to receive consent 
requests. The customer profile shall include the minimum customer discovery and communication 
details required in order to receive a consent request. The profile information and any consequent 
private information is not disclosed to any interested party and is not saved in the blockchain 
infrastructure. 

Table 8: Consent Management Use Case CMS-1 

Stakeholders 
involved: 

Customer, Internal Financial Institution 

Pre- 
conditions: 

A customer willing to provide his/her consent to share his/her customer data 

upon his/her approval. 

Post- 
conditions: 

A customer is registered in the Consent Management System, his /her profile is 

created and is able to receive consent requests from the Internal Financial 

Institution. 

Data Attributes Required data based on the Consent Management Data Schema. 

Normal Flow 1. The customer (or Internal Financial Institution on behalf of the customer) 

registers to the Consent Management System filling in the required 

information explained in the Data Attributes above 

2. The customer provides his / her approval to receive new consent requests 

Pass Metrics 1. Customer profile is available in the Consent Management System 

Fail Metrics 1. No customer profile is available in the Consent Management System 

 

In the same manner, the external financial institution or the peer registers in the Consent 
Management System in order to be able to initiate consent requests to a customer of the Internal 
Financial Institution. 

Table 9: Consent Management Use Case CMS-1 (2) 
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Stakeholders 
involved: 

External Financial Institution, Internal Financial Institution 

Pre- 
conditions: 

An External Financial Institution interested in obtaining the consent of customer 

in order to access his/her customer data upon his/her approval 

Post- 
conditions: 

An External Financial Institution is registered in the Consent Management 

System, his /her profile is created and is able to initiate consent requests to 

Internal Financial Institution. 

Data Attributes Required data based on the Consent Management Data Schema 

Normal Flow 1. The External Financial Institution (or Internal Financial Institution on behalf 

of the External Financial Institution) registers to the Consent Management 

System filling in the required information explained in the Data Attributes 

above 

Pass Metrics 1. External Financial Institution profile is available in the Consent 

Management System 

Fail Metrics 1. No External Financial Institution profile is available in the Consent 

Management System 

 

4.1.2.2 Use Case CMS-2: Customer receives a request to provide new consent for 
sharing his/her customer data 

The stakeholder wishing to gain access to the customer data issues a new consent request to the 
Consent Management System specifying the details of the requested customer data (i.e. specific data, 
period of usage). The customer receives a notification with all the required information for the consent 
request in a proper way that it allows him/her to review the request. 

Table 10: Consent Management Use Case CMS-2 

Stakeholders 
involved: 

Customer, Internal Financial Institution, Banking institutions, Peers, Financial 

organisations 

Pre- 
conditions: 

1. A customer profile is available in the Consent Management System 

capable of receiving new consent requests 

2. A new request for customer data is issued by a banking institution or 

financial organisation to the Internal Financial Institution 

Post- 
conditions: 

The customer is notified for the new consent request in order to review and 

decide about giving his/her consent or denying the access. 

Data Attributes Required data based on the Consent Management Data Schema 

Normal Flow 1. Internal Financial Institution generates the new request for consent to the 

customer including all the required information described in the data 

attributes above. 
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2. Customer receives the new request in a proper format (e.g., through 

his/her mobile phone app or a web-based interface provided by the Internal 

Financial Institution) so that he/she can review and decide whether to 

provide his/her consent or deny the access to his/her customer data. 

Pass Metrics 1. The customer is informed for the new consent request and is able to 

formulate a decision. 

Fail Metrics 1. The customer is not informed for the new consent request 

 

4.1.2.3 Use Case CMS-3: Definition of the consent 

The customer reviews and possibly alters the details and conditions of the consent request before 
formulating his/her decision to give his/her consent or deny the access. In the case of approval, the 
final consent is defined by the customer and it is submitted to the Consent Management System. In 
the case of the denial, the request is blocked and the interested party is informed and the processing 
is finished. 

Table 11: Consent Management Use Case CMS-3 

Stakeholders 
involved: 

Customer, Internal Financial Institution 

Pre- 
conditions: 

A new consent request from an interested party is provided to the customer. 

Post- 
conditions: 

The customer formulates the consent form that is ready to be signed by both 

parties. 

Data Attributes Required data based on the Consent Management Data Schema 

Normal Flow 1. The customer reviews, edits and finalises the consent form details (based 

on the data attributes above). He/she is able to check and alter the 

proposed attributes and details of the request in a user-friendly way (e.g., 

through his/her mobile phone app or a web-based interface provided by 

the Internal Financial Institution). 

2. In case of approval: The customer provides his/her consent form to the 

Consent Management System in order to be signed. 

3. In case of denial: The customer denies the request; the interested 

stakeholder is informed and the process is finished. 

Pass Metrics 1. In case of approval: The consent form is ready to be signed by both parties. 

2. In case of denial: The interested stakeholder is informed and the process is 

finished. 

Fail Metrics 1. In case of approval: No consent form is available 

2. In case of denial: The process is still open 
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4.1.2.4 Use Case CMS-4: Signing of the consent by the interested parties 

Once the consent form is ready, the Consent Management System provides it to both parties (the 
customer and the interested stakeholder) in order to be digitally signed. The Consent Management 
System collects the digitally signed consent form from both parties. 

Table 12: Consent Management Use Case CMS-4 

Stakeholders 
involved: 

Customer, Internal Financial Institution, Banking institutions, Peers, Financial 

organisations 

Pre- 
conditions: 

A valid consent form from a customer is available. 

Post- 
conditions: 

The signed consent form from both parties. 

Data Attributes Required data based on the Consent Management Data Schema 

Normal Flow 1. The consent form is sent to the customer by the Consent Management 

System (e.g., through his/her mobile phone app or a web-based interface 

provided by the Internal Financial Institution) in order to be digitally signed. 

2. The customer provides the digitally signed consent form to the Consent 

Management System. 

3. The consent form is sent to the interested party by the Consent 

Management System in order to be digitally signed. 

4. The interested party provides the digitally signed consent form to the 

Consent Management System. 

Pass Metrics 1. The Consent Management System obtains the digitally signed consent form 

from both parties. 

Fail Metrics 1. The Consent Management System cannot obtain the digitally signed 

consent form from both parties. 

 

4.1.2.5 Use Case CMS-5: Consent form is entered into blockchain 

Once the digitally signed consent form is available, the Consent Management System interacts with 
the blockchain infrastructure in order to create a new transaction that will be introduced in the 
blockchain. 

In the case of the “once off” consent, where a specific validity period is defined, the Consent 
Management System is internally handling the validation of consent time period by creating and 
monitoring the specific timer in order to perform the validation of consent time period. Use Case 1.9 
describes the handling performed when the consent time period expires. 

Table 13: Consent Management Use Case CMS-5 

Stakeholders 
involved: 

N/A 
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Pre- 
conditions: 

The digitally signed consent form from both parties is available. 

Post- 
conditions: 

A new transaction containing all the information of the consent form is available 

in the blockchain infrastructure. 

Data Attributes Required data based on the Consent Management Data Schema 

Normal Flow 1. The Consent Management System retrieves the digitally signed consent 

form from both parties. 

2. The Consent Management System interacts with the blockchain 

infrastructure and enters the new consent form in the ledger in the form of 

a new transaction. 

3. In the case of the “once off” consent the proper timer is started in the 

Consent Management System. 

Pass Metrics 1. The new transaction containing all the information of the consent form is 

available in the blockchain infrastructure. 

Fail Metrics 1. No new transaction is available in the blockchain infrastructure. 

 

4.1.2.6 Use Case CMS-6: Consent update or withdrawal 

The consent form can be updated or withdrawn at any time by the customer side. In the case of the 
update, the previously described steps Use Case 1.3 to Use Case 1.5 are re-executed and the status of 
the consent remains “active”. On the other hand, the withdrawal of the consent is internally translated 
to “invalidation” of the smart contract and the status of the consent is set to “withdrawn”. In the case 
of the “once off” consent, the associated timer is restarted when the consent is updated. On the other 
hand, when the consent is withdrawn the associated timer is stopped.  

In all these processes, the consent history is maintained in the blockchain infrastructure with the 
context of the smart contract. Through the transactions all versions of the consents and their complete 
update history is maintained. 

Table 14: Consent Management Use Case CMS-6 

Stakeholders 
involved: 

Customer, Internal Financial Institution, Banking institutions, Peers, Financial 

organisations 

Pre- 
conditions: 

A transaction with status active containing all the information of the consent 

form is available in the blockchain infrastructure. 

Post- 
conditions: 

A new transaction containing the latest information of the consent form is 

available in the blockchain infrastructure. 

Data Attributes Required data based on the Consent Management Data Schema 

Normal Flow 1. The customer initiates the consent update process by defining the consent 

form (in the case of withdrawal the corresponding status is defined). 

2. The Consent Management System retrieves the new consent form and 

sends it to both the customer and the interested stakeholders. 
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3. The consent form is digitally signed by both parties and provided to the 

Consent Management System. 

4. The Consent Management interacts with the blockchain infrastructure and 

introduces the updates with a new transaction. 

5. In the case of the “once off” consent, the timer is either restarted (update) 

or stopped (withdrawal) in the Consent Management System. 

Pass Metrics 1. A new transaction containing the latest information of the consent form is 

available in the blockchain infrastructure. 

Fail Metrics 1. There is no new transaction with updated consent information. 

 

4.1.2.7 Use Case CMS-7: Access Control based on the consent forms 

During a data access request to the underlying data management system, the data management 
system is consulting the Consent Management System in order to validate the consent status between 
the requesting party and the customer whose data are requested. By utilising the transactions 
formulated in the previous steps, the Consent Management System is able to formulate the access 
control decision. 

Table 15: Consent Management Use Case CMS-7 

Stakeholders 
involved: 

Internal Financial Institution, Banking institutions, Peers, Financial 

organisations 

Pre- 
conditions: 

A transaction containing all the information of the consent form is available in 

the blockchain infrastructure. 

Post- 
conditions: 

The access control is formulated based on the consent status contained in the 

latest transaction. 

Data Attributes Required data based on the Consent Management Data Schema 

Normal Flow 1. Upon a data access request, the data management system initiates a 

request to the Consent Management System to check the consent status 

between the customer and the requesting party. 

2. The Consent Management System retrieves the relevant transaction from 

the blockchain infrastructure in order to validate the status of the consent 

for the requesting party. 

3. The Consent Management System formulates the approval or denial 

decision and informs the data management system. 

Pass Metrics 1. The data access requests are correctly validated. 

Fail Metrics 1. The data access requests are incorrectly validated. 

 

4.1.2.8 Use Case CMS-8: Retrieve complete history of consents 

The customer is able to be constantly informed of all the consents given to each specific recipient, as 
well as of the complete history of the consents. The transaction performed contains all the different 
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versions of the consents of the customer besides the latest one. In this sense, the customer will be 
able to retrieve at any time his/her consent history per specific stakeholder, for all stakeholders or all 
the consents given by the customers for a stakeholder. 

Table 16: Consent Management Use Case CMS-8 

Stakeholders 
involved: 

Customer, Internal Financial Institution 

Pre- 
conditions: 

At least a transaction containing all the information of the consent form is 

available in the blockchain infrastructure. 

Post- 
conditions: 

The customer is able to retrieve the complete history of consents by the 

Consent Management System. 

Data Attributes Required data based on the Consent Management Data Schema 

Normal Flow 1. The customer initiates a request to the Consent Management System to 

retrieve the active consents per specific stakeholder along with their history 

or for a specific stakeholder. 

2. The Consent Management System interacts with the blockchain 

infrastructure and retrieves the relevant transactions in order to compile a 

list of consents that customer has granted. 

3. The customer is able to check the requested list of consents in a user-

friendly way (e.g., through his/her mobile phone app or a web-based 

interface provided by the Internal Financial Institution). 

Pass Metrics 1. The customer retrieves the request list of consent he/she has granted. 

Fail Metrics 1. The customer is able to retrieve the request list of consent he/she has 

granted. 

 

4.1.2.9 Use Case CMS-9: Expiration of the validity period 

In the case of the “once off” consent, the validity period is set to a predefined time period. The 
moment that a transaction is created in the blockchain infrastructure for this specific type of consent, 
the Consent Management System creates and monitors the specific timer in order to perform the 
validation of consent time period. Once this timer is expired, the Consent Management System creates 
a new transaction for the specific consent with the status set to “expired”. 

Table 17: Consent Management Use Case CMS-9 

Stakeholders 
involved: 

N/A 

Pre- 
conditions: 

A transaction with status active containing all the information of the consent 

form is available in the blockchain infrastructure whose timer has expired. 

Post- 
conditions: 

A new transaction containing the latest information of the consent form is 

available in the blockchain infrastructure with status set to “expired”. 
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Data Attributes Required data based on the Consent Management Data Schema 

Normal Flow 1. Upon the expiration of the validity timer, the Consent Management System 

retrieves the latest transaction for the specific consent by interacting with 

the blockchain infrastructure. 

2. The Consent Management introduces the updates with a new transaction 

where the status is set to “expired”. 

Pass Metrics 1. A new transaction containing the latest information of the consent form is 

available in the blockchain infrastructure. 

Fail Metrics 1. There is no new transaction with updated consent information. 

4.1.3 Sequence Diagrams 
In the previous section, all the relevant use cases of the designed blockchain application were 
documented. The following sections present the sequence diagrams for each use case, depicting the 
interactions between the stakeholders and the components of the designed solution, as well as the 
interactions between the various components of the designed solution.  

4.1.3.1 Register Customer in the Consent Management System 

In Use Case CMS-1, the customer of the internal financial institution registers in the Consent 
Management System in order to create the associated profile that will receive consent requests by 
interacting with the web interface of the Consent Management System and providing the profile 
details. In the same manner, the representative of the external financial institution or the peer 
registers in the Consent Management System in order to create the associated profile that will initiate 
consent requests to the internal financial institution in order to get access to the internal financial 
institution’s customer’s data.  

 

Figure 5: Use Case CMS-1 sequence diagram (customer) 
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Figure 6: Use Case CMS-1 sequence diagram (external financial institution) 

4.1.3.2 Customer receives a request to provide new consent for sharing his/her 
customer data 

In Use Case CMS-2, the external financial institution or peer initiates a request to receive the 
customer’s consent in order to access his/her data. Upon the approval of the internal financial 
institution’s administrator, the Consent Management System interacts with blockchain components 
in order to check the existence of a consent in the ledger by querying and reading the query results 
upon decryption. In the case of absence of a valid and active consent, the Consent Management 
System is informed to transmit the new request to the customer. In case of existence of a valid and 
active consent, the Consent Management System is informed and approves the request to access the 
requested data. 

 

 

Figure 7: Use Case CMS-2 sequence diagram 

4.1.3.3 Definition of the consent 

In Use Case CMS-3, the customer receives and reviews the request and in the case of approval, defines 
the details and conditions of the consent in the Consent Management System and the candidate 
consent form is created. In the case of denial, the Consent Management System informs the external 
financial institution accordingly. 
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Figure 8: Use Case CMS-3 sequence diagram 

4.1.3.4 Signing of the consent by the interested parties 

In Use Case CMS-4, the Consent Management System provides the candidate consent form to both 
the customer and external financial institution and collects the digitally signed consent from both 
parties. 

 
 

 

Figure 9: Use Case CMS-4 sequence diagram 

4.1.3.5 Consent form is entered into blockchain 

In Use Case CMS-5, the Consent Management System interacts with the blockchain components in 
order to write the new consent by executing the respective chaincode, encrypting the transaction and 
writing the new transaction in the ledger. In the case of “once off” consent, the Consent Management 
System initiates the internal timer. Finally, the Consent Management System stores the formulated 
consent form in the File Storage. 
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Figure 10: Use Case CMS-5 sequence diagram 

4.1.3.6 Consent update or withdrawal 

In Use Case CMS-6, the update or withdrawal at any time by the customer side of the consent is 
handled. In the case of an update, the Consent Management System orchestrates the execution of 
the sequence diagrams described for Use Case CMS-3 till Use Case CMS-5 in order to generate a new 
transaction based on the updated consent form that is digitally signed by both parties. In the case of 
withdrawal, the Consent Management System interacts with the blockchain components in order to 
retrieve the existing consent from the ledger and update the consent status through a new transaction 
in the ledger that depicts the new status. Both cases are presented in the sequence diagrams below. 

 

 

Figure 11: Use Case CMS-6 sequence diagram (update) 
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Figure 12: Use Case CMS-6 sequence diagram (withdrawal) 

4.1.3.7 Access Control based on the consent forms 

In Use Case CMS-7, the Consent Management System receives a new data access request and 
formulates an access control decision based on the existence of a valid and active consent. To achieve 
this, it interacts with the blockchain components in order to query the ledger for the existence of a 
consent between the involved parties for the specific data. 

 

 

Figure 13: Use Case CMS-7 sequence diagram 

4.1.3.8 Retrieve complete history of consents 

In Use Case CMS-8, the Consent Management System receives a new request to retrieve all the 
consents that a customer has given to each specific recipient of his/her data along with their 
completed history. To achieve this, the Consent Management System interacts with the blockchain 
components in order to query the ledger and retrieve the required information. 
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